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Project #1: “I forgot my XXX Password”  

A common problem users face is that of remembering several passwords for multiple 
accounts. The result is that users have adopted various coping strategies such as 
using the same password on multiple accounts, using the same password with only 
slight character changes, and so on. In order to address this issue security experts 
have come up with various countermeasures such as graphical passwords, password 
managers, multi-factor authentication, and so on. In this project we seek to find 
answers to the following two questions: 

- To what extent do users use password managers to support password 
memorability over multiple websites? 

- Are users aware that password managers collect private or sensitive information 
about web usage behavior? 

- Are users aware that the auto-fill functions in password manager applications 
could be abused to steal stored passwords through hidden phishing attacks?   
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Project #2: Two-Factor Authentication 

Two-factor authentication provides a method of allowing users to protect their online 
accounts from shoulder surfing attacks by using a combination of a password and a 
code shared with a trusted device. The authentication code is what unlocks access to 
the user account. From the security expert’s perspective, this makes the adversary’s 
job harder because both the user’s password and trusted device are required to access 
the account. On the user’s end a number of questions arise. For example: 

- What happens if the trusted device is lost/stolen? 

- What happens if network delay makes receiving the code impossible? 

In this project, we seek to answer the following questions: 



- Why users don’t use two-factor authentication (if given the choice not to)? 

- What measures can be taken to encourage using two-factor authentication? 
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Project #3: Privacy and Third-Party Applications 

Social media platforms offer a variety of methods to protect user privacy. While users 
are increasingly privacy-aware, quite frequently privacy exposure occurs by transitive 
disclosures via third-party apps, shared images, and location/context settings. In this 
project, we would like to answer three questions namely: 

- Do users actually understand data sharing with third-party apps when using 
social login tools? 

- Do users feel a sense of lack of control in preventing private information 
exposure? 

- Have users given up trying to control private information exposure? 
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Project #4: Anonymous Browsing 
 
Anonymous communication protocols are typically interesting from the user’s 
perspective because of the opportunities provided to users to exchange information 
without revealing personal information. Browsers like Tor, I2P, and Freenet are good 
examples. In this project we want to answer the following questions: 

- Are users making usage mistakes that can potentially reveal personal 
information? (e.g. activating JavaScript, location settings on mobile devices, 
etc.) 



- What are user perceptions of the capabilities of anonymous browsers? 
- What are user motivations for using anonymous browsers? 
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